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Work Done

« Figures and information for the paper were finished
« Addressedthe feedback given to us in the peer review

« Started work on the poster - Final Poster.pptx



https://iowastate-my.sharepoint.com/:p:/r/personal/docompo_iastate_edu/Documents/Grid-SIEM%20(Group%2029)/Presentations/Final%20Poster.pptx?d=w4bc8ee69c57c4b5585d7dea55a47b66b&csf=1&web=1&e=yv5nVI

Security Onion

« Having difficulty picking up alerts
« Changed Zeek Home_Net to include public IPs of the zones

« Need to attempttochange sensors 2 and 3 and investigate why sensor 1 changed



Plan for Attack data on Poster

- Potentially doesn't have its own section
o Might be best to support other sections with the data from attacking

o Include how we would be able to interpret the data packets produced during an
attack, either though Kibana or other means.

o Describe attack mitigation/remediation procedure.

« Caldera Section
o Explain how it was supposed to be used in our project
o Outline why it was selected to test the security of our ICS systems.
o Similar to section in IEEE paper



Machine Learning

Kaggle Dataset

Feature Extration & Vectorization

‘ Convert data numerical ‘

All labeled data ‘ Feature Extraction ‘

‘ Handle Enumerated types ‘

Changed the main model used for the KDD Cyberattack dataset was overfitting
with Random Forest

o Likely because the KDD dataset was purposefully chosen because it was
smaller and easier to process but that means itis imbalanced with some of
the least occurring features only having a count of 2
Chose Bagging classifier because it is known to help reduce overfitting
o Similar to RF because RF is also a specific type of bagging classifier

o Itgenerates multiple subsets of data from the training set, trains a model on
each subset, then combines predictions for result

Evaluation and Analysis

Bagging Classifier Model

Perf. Feature

Train Madel Prediction Metrics Imptne.



Work To Be Done

Review the presentation with peer feedback

Finish the final document

Finish the poster - would it be okay to include the paper?

Change some ofthe projectdiagrams

Update team website with mostrecent work.

Attend one of the presentation practice sessionson 4/18 or 4/25

o Receive feedback from faculty and peers.
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